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1. Introduction
The workshop was held on April 2nd, 2019 in Brussels, at the IMEC/BDVA venue (at the Vrije Universiteit).
This e-SIDES workshop aimed to gather all actors whose work and active engagement can promote
responsible research and innovation in the field of big data paving the way to design and deploy the next
generation of big data solutions. The ultimate goal was to engage with this broad community around the
debate on how big data solutions can be developed and used in a responsible way, protecting societal
values to the greatest possible extent.

The workshop was highly interactive and called for attendees’ active contribution to the discussion. The
morning session was dedicated to high level keynote speakers and presentations, while the afternoon
session hosted the knowledge café “towards responsible big data”.
This workshop report describes the event and presents the key findings of the discussion.
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1.1. Workshop agenda
Morning Session 09.30-12.00
09.30 Registration and welcome coffee
10.00 Opening and introduction
10.10 Privacy-enhancing technologies, data sharing and ethics - Saila Rinne, Programme Officer Data
Policy and Innovation Unit, European Commission DG Connect
10.20 “You’re monitoring my what…?!” - Balancing privacy against enhanced security outcomes - Duncan
Brown, EMEA Chief Security Strategist - Forcepoint
10.35 e-SIDES: The community paper on RRI guidelines for big data: why we need it and how we can
work together
10.45 A “win-win” initiative for value-centric big data and safeguarding “privacy and ethical values” in
the PSPS domain: AEGIS project - Marina Da Bormida, R&I Lawyer and Ethics Expert
11.00 Safe and secure data marketplaces for innovation: SAFE-DEED - Alessandro Bruni, Legal Researcher
KU Leuven
11.15 The dangers of tech-determinism: Demystifying AI and reclaiming the future – Barbara Giovanelli,
Policy Officer, Digital Ethics, EPDS European Data Protection Supervisor
11.30 Responsible Research: Analytics when dealing with personal and personalised mobility data:
Track&Know – Ansar Yasar, Professor, University of Hasselt
11.45 Big Data Value Association Position Paper on PPTs – Tjerk Timan, Policy Ananlyst, TNO
12.00 Networking Lunch
Afternoon Session 13.00-16.00
13.00 Knowledge café: towards responsible big data
15.00 Knowledge café reporting to the plenary and open discussion
16.00 End of workshop
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2. Morning session
2.1. Presentations – Policy Perspective (European Commission)
Download the presentation
Privacy-enhancing technologies, data sharing and ethics - Saila Rinne, Programme Officer
Data Policy and Innovation Unit, European Commission DG Connect

Saila Rinne, Programme Officer in the Data Policy and Innovation Unit of the European
Commission – DG Connect
Relevance of privacy and ethical issues for the European Commission, and how EU funded
projects are carrying out research addressing these questions. Progresses in these research areas
are beneficial for the whole EU economy, supporting the emergence of the European (secure)
data markets and data economy.
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2.2. Presentations – Business Perspective (Forcepoint)
Download the presentation
“You’re monitoring my what…?!” - Balancing privacy against enhanced security outcomes Duncan Brown, EMEA Chief Security Strategist – Forcepoint

Duncan Brown, EMEA Chief Security Strategist – Forcepoint
More than 60% of the data breaches are not malicious but accidental, performed by employees
trying to follow organizational processes. Stressed the importance of examining the benefits of
gathering personal data for security purposes, and the privacy implications of this. The GDPR allows
personal data collection, as long as it for security purposes, as a legitimate interest. What kinds of
data can/should we gather, and does security outweigh the privacy concerns?
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2.3. Presentations – Research Project Perspective (AEGIS)
Download the presentation
A “win-win” initiative for value-centric big data and safeguarding “privacy and ethical
values” in the PSPS domain: AEGIS project - Marina Da Bormida, R&I Lawyer and Ethics
Expert

Marina Da Bormida, R&I Lawyer and Ethics Expert at AEGIS project
AEGIS’ ultimate goal is to develop a privacy-friendly and ethically sound Data Platform and create a
trustful and rigorous data sharing community and new data sharing ecosystem around Public Safety
and Personal Security related information. AEGIS developed a set of tools and guidelines related to
ethics that can be considered as good practices.
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2.4. Presentations – Research Project Perspective (Safe-DEED)
Download the presentation
Safe and secure data marketplaces for innovation: SAFE-DEED - Alessandro Bruni, Legal
Researcher KU Leuven

Alessandro Bruni, Legal Researcher KU Leuven – Safe-DEED project
Safe-DEED focuses on the assessment of data value, focusing on how data owners could create value
out of their data, and on the development and evaluation of business models for privacy-preserving
technologies to enable secure and trusted data sharing. Mission: promotion of legal and ethical
values in data markets.
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2.5. Presentations – Policy Perspective (European Data Protection Supervisor)
Download the presentation
The dangers of tech-determinism: Demystifying AI and reclaiming the future – Barbara
Giovanelli, Policy Officer, Digital Ethics, EPDS European Data Protection Supervisor

Barbara Giovanelli, Policy Officer, Digital Ethics, EPDS European Data Protection Supervisor
Stressed the emerging of ethical and moral implications from the widespread use of AI. Recognizing
machines’/ big data analytics’ limitations can help take ethical decisions on their use. Algorithms
decision making can be biased, based on fixed social categories. Ethical committees, and ethics
experts can help.
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2.6. Presentations – Research Project Perspective (Track&Know)
Download the presentation
Responsible Research: Analytics when dealing with personal and personalised mobility
data: Track&Know – Ansar Yasar, Professor, University of Hasselt

Ansar Yasar, Professor, University of Hasselt – Track& Know
Working on the development of a software framework that aims at increasing the efficiency of Big Data
applications in the transport, mobility, motor insurance and health sectors. There is the need to identify
biases created by historical series and test them through ethical and informed processes. Ensure
personal data protection and informed consent (e.g. in the health use cases) through appropriate staff
training techniques.
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2.7. Presentations – Policy Perspective (TNO and BDVA)
Download the presentation
Privacy Preserving Technologies - an outlook – Tjerk Timan, Policy Analyst, TNO

Tjerk Timan, Policy Analyst, TNO
Need to anticipate new challenges for human values emerging from big data collection
and analytics, to keep exploring technical solutions (privacy-preserving technologies) to protect and
enforce human rights. Main issue with sticky policies is the need to be continuously adapted. New
solutions create new challenges (data control, need users to understand and manage control). Working
on the next BDVA position paper on PPT.
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3. Afternoon Session: Knowledge Café
3.1. About the Knowledge Café
The afternoon session focused on an interactive discussion in 4 small groups of 5/6 people. The knowledge
café was structured along 4 main topics (stations).
The station discussions were moderated by 2 facilitators from e-SIDES team, asking questions to the
participants and moderating the group discussion. Each topic was covered by all groups for 30 mins, for a
total of 2-hours discussion. Inputs from the participants were collected on 4 station posters that were
presented to the plenary audience at the end of the interactive discussion for Q&A.

The output of the knowledge café is the basis for the development of the e-SIDES community
recommendations for responsible big data and RRI that will be presented in the project’s community
position paper.
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3.2. Knowledge Café Reporting
3.2.1. Knowledge Café Station 1: Develop a common ethical and legal framework
for responsible innovation by privacy-preserving technologies
Key question: Is legal compliance enough? To what extent do big data stakeholders put an effort to go
beyond legal compliance and incorporate human rights and ethical values?
• To what extent is the international human rights framework and ethical codes equipped with
addressing the challenges stemming from big data innovation and the incorporation of privacypreserving technologies? How far can the GDPR be used to enhance responsible innovation by
privacy-preserving technologies, what are the limitations of the GDPR in that respect?
• Is an ethics observatory required?
• How do we get citizen’s viewpoints incorporated in legislation?
Actions
Development
• Creating usable tools
o Difficult to find a sweet-spot of being able to develop big data solutions that can be
customized but generic enough so that solutions can also be reused
o Ethical and legal compliance always comes at a price in terms of regional differences
▪ For example, the Los Angeles Times blocked access to European users because of
the GDPR, at the cost of knowledge sharing
Awareness, training and education
• Raise awareness
o Raising awareness among users is crucial but highly challenging
▪ Use of collective platforms that incorporate the inputs of a broad range of
stakeholders is important
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▪

Use of economic incentives, such as data subjects sharing the profit from the use
of their data, may benefit all stakeholders
o Consumers regularly do not understand or know the models behind data analytics and in
daily life they want less and less data management tasks
▪ This could grow into an even bigger problem in the future as it is now, as the data
overload and the skyrocketing amount of analytic potential decreases chances of
making users aware of the implications of profiles
• Increase transparency
o Cutting out the middle-man (such as third-party trackers) can increase transparency for
users
o Company audits and independent reviews should be published
• Certification
o Privacy/ethics certifications should be utilized, but what exactly they mean may be hard to
understand for users
Policy-making, regulation and ethical codes
• Adapting ethical codes and law
o Both ethics and law can lag behind technological developments
o Human dignity is key
o Law:
▪ Need to go beyond legal compliance to include fairness (which is part of ethics,
and is what upon laws are often based)
▪ Ethics is fuzzy, and the human rights framework provides a firmer ground to rely
upon
o Ethics:
▪ Ethics needs to be accommodated more towards new privacy-preserving
technologies, through e.g.: best practices
▪ Looking at the spirit of the law behind the history of the GDPR and privacy
legislation, the principle-based approach can provide direction
▪ Between the GDPR and all the other human rights instruments there is enough
legislation
▪ Do we want to incorporate ethical values such as social cohesion or sustainable
development?
Legal and ethical compliance
• Impact assessments
o Assessments are needed to do scoping, make sure risks are genuinely necessary (contextdependent) and proportionate
o Principle of proportionality should lead and scoping need to be applied against a
benchmark
• Oversight
o Establishing the Ministry of Digitization as an overseeing body but also active contributor
of policy on responsible innovation of big data solutions, including privacy-preserving
technologies
o Establishing a professional body or licensing scheme for programmers/developers
o Offering a system of protection, rewards and incentives for EU companies that respect
ethical standards
o The role of investigative journalists and members of the civil society remains crucial
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•

Court cases
o Court cases are necessary to interpret GDPR because the text of the legislation is difficult,
and clarification would be very helpful for companies for both interpretation and
implementation into design

3.2.2. Knowledge Café Station 2: Define design requirements for big data
solutions that lead to a more responsible use of big data
Key question: How can we ensure that new big data solutions promote a responsible use of big data?
Questions for discussion
• How big is the role that big data solutions play with respect to the responsibility of big data use?
• Can we expect that the integration of privacy-preserving technologies into big data solutions will
make big data use more responsible?
• Where is the greatest need for privacy-preserving technologies in the big data context?
• Does it make sense to integrate privacy-preserving technologies into existing big data solutions?
• Do developers and operators of big data solutions know the potentials and implications of privacypreserving technologies?
Actions
Awareness, training and education
• Raise awareness
o On the level of decision-makers
▪ Consequences of AI and big data often not clear
▪ Need questions (they do not come up with
anything by themselves)
o Measuring the impact is difficult
• Provide training (of employees; complements education)
• Educate
o Needed for technology adoption
o Problems occur when solutions are taken from one
context to another (a piece of software cannot be
context aware)
o Responsibility should not be shifted to the “educated”
data subject
▪ Too high expectations; too high pressure on the
end users
▪ That’s why there are governments, regulators,
ethical boards etc.
• Initiate a deliberate discussion process
o Approaches must come from the society
o Education implies that the answers are already there
o Paternalistic approach
▪ Makes it difficult to get the society on board
▪ Risks that only the known road are taken (need
to go beyond education)
• Change attitude (privacy preservation as an “normal” setting for
operations)
• Create demand (for privacy-friendly and ethical solutions)
o Value of privacy must be understood
o Marketing (“We do the right thing.”, “Do no evil.”)

Comments, questions
Management (pushing and taking
responsibility for responsible
solutions)
Development methodology:
privacy and ethics need an
“owner” who takes care that they
are taken up
Public: makes clear that software
can be “responsible” (or not)
Market/competition: take privacy
and ethics into account (e.g., in
public procurement)
Push/pull: Who should do the
first/next step and what
consequences will it have?
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Actions

Comments, questions
o

Push (governments, easy) and pull (society and market,
only voluntary and difficult) at the same time
• Adapt to a changing world
o Agile data basis
o Society and ethics change, and models should do so as
well
o Solutions need to be flexible
o Constant monitoring is needed throughout the
deployment
o Evaluations are needed from time to time
o It’s not the role of the technology or technology
providers to make the decision whether a liberal or a
conservative approach to ethics are pursued (duality of
technology; technology can often be used for good and
bad)
o The technology should support whatever ethical
framework is implemented
• Assess risk at stake
o Health data needs special protection (through privacypreserving technologies)
Multi-disciplinary dialogue
• Involve all relevant perspectives (e.g., the civil society needs to
be involved in decision-making processes on solution
development and application)
o GDPR achieved that technology experts talk to legal
experts, but there are further perspectives that need to
be considered
o Mix of views on data use needed (e.g., legal, technical,
business)
o Diverse development teams needed
o Business perspective is needed to make the risk
judgement
o The decision makers in the companies need to be on
board
▪ They select, use and further develop the
solutions and are thus critical for the
deployment
▪ They are also essential in publicly funded
projects as the research labs may set the wrong
emphases
• Involve a translator
o Translator must understand the languages of the
relevant perspectives (e.g., law has to be translated into
technical requirements)
o Understanding the others’ fields to some extent can be
an alternative
• Keep oversight from ethical point of view (with power to
intervene)
o Not a small social scientist that gets ignored

Who should have the oversight
from the ethical point of view?
The competent DPA?
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Actions

Comments, questions
o

An ethics board or a Chief Ethical Officer are needed
who has the ability to judge and the power to act based
on the judgement
o A DPO usually just focuses on the data, but there is more
to take into account
Organisational measures and safeguards
• Limit access
• Define boundaries of use
o Context limitation
o Purpose limitation (data may not fit, which may be
harmful for the data subject)
o Big data metadata
▪ What data was collected for what purpose (cf.
sticky policies)
▪ A mechanism is needed to describe at the time
of collection what data is gathered for what
purpose and by whom
▪ Make it hard to gather data without
understanding why it is gathered
▪ Legitimate basis for processing data must be
clear
▪ Metadata could include ethical aspects
• Assess the value of privacy
o A differentiation alone does not mean that a competitive
advantage will follow
o An ethical or GDPR-compliant solution is currently not
valued by the market, but this may change (cf. electrical
equipment which has to meet certain standards; related
to “who is ethics” question)
• Create trust (e.g., transparency as a means to create trust
between data subjects and data controllers)
• Empower users
o People do not only have to be informed but also
empowered (e.g., to exercise their data subject rights)
o Uses become accountable too
o Data subject myths exercise
• Ensure constant (or regular) assessment (of privacy-preserving
technologies)
Design requirements
• Focus on the design of solutions
o Everything should be by-design
o What and how, however, is not clear; privacy-by-design
was criticised for being too high level
o Same problem as in technology assessment (either the
impacts are not yet clear, or the major decisions have
already been made and cannot be changed anymore)
o Where in the design process to address ethical and
privacy aspects; how do things change in agile solution
development

Is it okay to put the burden only
on programmers? It’s probably
not the right way to go.

19
Actions

Comments, questions
o

Technology quickly becomes part of the social fabric; it
becomes difficult to imagine life without it (functional
requirements with owners)
• Monitor, assess and improve solutions constantly (not only at
the beginning)
• Do not limit attention to privacy preserving technologies
o Have the overall solution in mind
o A privacy-by-default approach is needed
• Combine privacy-preserving technologies with privacy-by-design
• Ensure privacy-by-design and data-protection-by-design
o Embed awareness and privacy-preserving technologies
from the initial steps of big data solutions
o This is often not happening
• Consider implementing ethics-by-design (technology companies
must acknowledge that there is more than privacy and data
protection)
• Take care of robustness and reliability
• Ensure accountability
• Ensure traceability (of data reuse; be able to find out how
decisions have been taken)
• Improve usability (e.g., usable privacy-by-design tools, usable
differential privacy tools)
o Critical to make sure the right tools are used at all and
not circumvented
Tools support
• Address lack of sophisticated privacy-oriented tools (for data
scientists)
o Data scientists are users of the tools too
• Nudge (integration of features in solution such as development
environments or e-mail clients)
o Try to be a bit proactive; mostly guidance, not
enforcement
o Keep things simple; people who are not experts in
privacy-preserving technologies must be able to pick
them up and use them
o Help data scientists do the right thing and avoid common
mistakes
o Detect and warn about privacy problems (e.g., “This
looks like sensitive personal data, you should
pseudonymise it.”, “Do you really need all these e-mail
addresses?”, “Do you want to use BCC instead of CC?”)
• Make sure software avoids misuse proactively (e.g., Photoshop
detects banknotes)
Experiments
• Allow “sandboxes” (to bring out problematic cases)
• Bring biases to the foreground (its better if this happens in “lowconsequence” cases)
• Focus government attention on “high-consequence” cases (e.g.,
health context)
o Health sector specifics
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Actions

Comments, questions
▪
▪
▪

▪

Still seems to have the attitude that protecting
privacy is something that they must do
It is not that they seem to be fully convinced
that the protection is in their own interest
To some extent it may simply be the policy
maker’s task to force them; pressure from other
sides (e.g., patients) seems to be too little
Can become a best/good practice sector that
serves as example for others (health data
should not be available to third parties such as
insurance companies)

Legislation
• Provide legal incentives
o Make people obliged to do the right thing (e.g., through
penalties)
o What should be regulated and where should be solved
by the market
• Update legislation (whenever needed)
• Enforce applicable legislation
• Make sure ethics committees are influential
• Assess potential of group privacy regulation
o In big data contexts, the problem sometimes is not be
the exposure of individuals but the exposure of groups)
o Not the system itself is discriminatory but it learns to
discriminate exactly how the society discriminated
before (the systems is a mirror of society)
Biases and negative effects
• Expose biases (e.g., through transparency and aggregation)
• Frame bias discourse more broadly (“narrow” ethics vs. “broad”
ethics)
o It is not about fixing algorithms but about integrating the
society’s social categories into algorithms
o How society is organised is important
• Assess quality of datasets (esp. training data)
o To limit potential biases, it is important to know what
kind of data is used
o Reusing data for different purposes (i.e., repurposing)
might have negative consequences (because the data
may not fit)
o The social element in data is usually not known by
developers or operators (teams need to be diverse with
respect to expertise)
• Improve data traceability
o Data traceability is needed (cf. data provenance); data
may be inferred or erroneous
o Data reuse can only be controlled on the first level (what
happens with the data later is neither known nor
controllable; a dataset would have to be watermarked or
fingerprinted)
o Avoid biases and negative effects from data sharing

Actions mostly need to be taken
by governments and authorities

How to solve the potential issue of
inferring data to compensate
missing data?
Make sure that inferred data is
not taken as “real” data when
used.
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Actions
• Be aware of social cooling
o Social cooling and chilling effects (change of behaviour
because of tracking)
Auditing and certification
• Introduce “algorithmic” auditing (as a job)
o Automating parts of the job may be possible
• Promote voluntary industry certification (can involve public
bodies)
Taxation
• Determine the viability of a data storing tax (analogous to
emission tax)
Research funding
• Fund ethical research
o Usability projects
o No funding without a (positive) ethics/privacy
assessment
Good practices
• Lead by example
o Public institutions should be exemplary; what if they
would only use privacy-friendly solutions
o Health context may be a suitable application area
o PIA must be attached to everything in Canada; no money
if it is negative; in place since mid-1990s; the Canadian
public sector, however, is very small
o EU could follow similar guidelines with respect to public
procurement
o Private sector needs to develop its own initiative on its
own money; other means or needed to force them (e.g.,
CSR, regulation, taxation, economic enforcement)
Guidelines
• Draft guidelines per problem and per sector
o Required level of detail unclear
o There are guidelines on how to design ethicallyenhances algorithms
▪ Transparency on decisions is one aspect
▪ How to avoid bias is another one
▪ Related to standardisation
Standardisation
• Standardise algorithms and goal functions
o Standardisation with respect to algorithms and goal
functions
Concepts
• Be aware that ethics is not the same for everybody and changes
over time
o Privacy and data protection are definable but “who is
ethics”
▪ Even within the EU there are different ethical
structures
▪ There is no consensus on values
▪ Solidarity and risk pools counteract informed
individual choice

Comments, questions

The algorithm does not do any
harm.

Is there something like “ethical”
algorithms?

Should the majority rule?
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Actions

Comments, questions
▪

•

•

Diverse teams (not only with respect to social
and economic aspects but also with respect to
skills and expertise) could help here
Revisit the “big data solution” concept
o Big data solutions may be tools/technologies or
programmes/processes
▪ A DLP solution doesn’t help with respect to
GDPR compliance if there is no context to
deploy it
▪ Broader consideration of the reason for
implementing a solution needed
▪ It is too narrow to talk about specific
technologies
Revisit the “data” concept
o Define better what data is (cf. INFO-LEG,
http://infolegproject.net/)

3.2.3. Knowledge Café Station 3: How to embed accountability, transparency and
responsibility in company processes?
Key question: How can data protection principles, responsibility, security and ethics be kept at an
organization's core?
Questions for discussion
• Should all organizations dealing with big data have a specific unit/role dedicated to promoting
responsibility?
Many companies (especially large ones) already rely on specific figures such as Data Protection Officers,
Chief Ethical Officers, ethical committees and Advisory Boards to promote responsibility. However, to
have a Chief Ethical officer and a dedicated staff is a big effort for a company. Small companies see data
protection and ethics matters as a cost, so they will do the minimum in order to be compliant. Companies
are more affected by GDPR, however, even if they may be compliant with GDPR as regards data
protection, they may miss other regulations.
•

Many companies already have a Chief Ethical Officer. Should a similar figure be involved in
research projects? If so why?
Yes, many research projects already rely on ethical committees and advisory boards (see example of the
AEGIS project) not only because they are required to do that but also to make sure the upcoming research
activities take ethics and privacy matters seriously. Section 5 of the EC templates for proposals for
research projects, dealing with ethics, is usually treated as a checklist, there should be more attention and
consideration for these issues. Academia and research have more knowledge of ethical issues than
companies, which care more about profit than ethics. More important to implement boundaries in the
private sector than in the research one.
Guidelines for actions
•

•

Need for guidelines for companies: these may be different according to company sector and size. As an
example, they should take into account data handling, storage, anonymization and retention time. Ethical
guidelines must be giving instruments.
Challenges: cultural differences between different countries.
Have a company Data Protection Officer and Chief Ethical Officer:
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Guidelines for actions
•
•

•
•
•
•

•
•
•
•
•
•
•
•

this is however a big cost for small companies and start-ups.
Advisory Boards: they can be internal or, especially in the case of small companies, external independent
boards that can check on an on-demand basis (to reduce costs for the company).
Ethical policies to be adopted by organisations: ethical principles should become part of the company
culture. Privacy and ethical policies to be displayed in websites with name of responsible person and
contact as a legal requirement (as it is in Germany). Privacy policies should not only provide limited
information on cookies.
Companies to develop or adopt a data management plan
Companies to perform ethics / data protection self-assessment
Ethical standards to be followed by organisations: the EU can set standards and other countries may follow
it. Challenge: differences between countries.
Transparency templates: templates for transparency reports indicating what information should be present
and in which manner should be presented. This can help SMEs and start-ups in not having to hire a Chief
Ethical Officer. Transparency for the sake of transparency is not enough, we need to make sure it contains
useful information indicated in a clear manner (roadmap for companies)
Need for an ethics-based approach for defining business goals and for a fair distribution of benefits: the
economy must work in the service of the public, more regulation needed?
Provide incentives to companies
Certifications / certification schemes to promote responsible companies and build public trust
Adapt best practices from other sectors to data-driven companies
Offer free-of-charge support services to small companies (especially start-ups). Example: EC IPR SME
Helpdesk, it should be extended as an ethical Helpdesk offering advice and training to companies.
Training / capacity building sessions (sector-specific)
Collaboration between enforcement authorities (DPAs + competition + consumers protection…)
Encourage strategic litigation

Stakeholders that should be involved
•
•
•
•
•
•
•
•
•
•
•
•

Political actors (fostering protection of public space)
EU (main role in legislation)
Enforcement authorities
Responsible tech developers
Data Protection Officers
Chief Ethical Officers
CEOs and decision makers in the company
European sectors organisations (industry self-regulation, providing frameworks, guidelines and
methods)
National Data Protection Authorities (some are very active: UK, France, Germany, Ireland)
NGOs (supporting actions against big tech giants not respecting privacy / ethics / data protection
principles)
Civil society
Investigative journalism
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How could we assess it?
•

•
•

Data protection impact assessment
(ex: Brussels Laboratory for Data Protection and Impact assessment is developing framework and
methods for data protection impact assessment in accordance to Art. 35 of GDPR with step by
step guidance to be applied to R&I H2020 projects but also to companies.
Objective KPIs (not measurable but qualitative ones)
Certifications / certification schemes

3.2.4. Knowledge Café Station 4: What about the business? How to balance
business and ethical objectives?
Key question: How the uptake of privacy-preserving technologies could be stimulated?
Questions for discussion
• How can we demonstrate the economic potential of privacy and security?
• What measures could stimulate the uptake of responsible big data solutions and privacypreserving technologies?

Guidelines for actions
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Imagine new, different data markets and values
Platform taxing
Data tax
Convergence (also of benefits)
Digital Innovation Hubs to support start-ups / SMEs
Trust / privacy as differentiator
Data portability, data infrastructure (lower cost to companies)
Data portability (ability of users to transfer their data to other companies / platforms): economic potential
of privacy
Divide actions and regulations by sectors / industry (health risks are not the same as insurance or
employment ones, so the implications are different)
Economic potential of PPTs: ad blockers / non-personalization search engines, advertisement not based on
tracking (The New York Times example)
Open data sharing (although it may be in clash with GDPR)
New business models for social media platforms or even better: distributed, publicly owned platforms
Companies to give back (in some ways) the money they made with illegal or non-ethical behavior to the
public
Facilitate / encourage GDPR class action
Awareness campaign
Develop “soft” critical, reflective expertise in students
Educate / inform to create consumer demand
Standards in applying ethics principles (a bottom-up process)
More emphasis on splitting ethics / privacy / data protection
Not-monetary penalties
Case-by-case domain- specific prioritization approach (example: health / social media)
Reasonable measures / safeguards: different in different sectors
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Guidelines for actions
•
•
•
•
•

Data ownership: let data subjects benefit from their data (EC attention)
Strong regulation, strong fines, sharing (collaboration of different enforcement authorities: DPAs, antitrust, consumer protection)
(privacy) consultancies and think-tanks to showcase examples where bad corporate behavior was a
competitive disadvantage
Mainstreaming ethics: new definition of “value” and “benefit” in corporate culture
Corporate social responsibility to become a standard, a prerequisite, an economic system in the service of
the public, apply CSR to privacy

Stakeholders that should be involved
•
•
•
•
•
•
•
•
•

Companies
Regulators
Anti-trust regulators
Developers
Research funders
Universities
Privacy-preserving technologies providers (business potential)
Accelerator programs
The individual (monetization also creates bad incentives)

Timeline for implementation: Short vs long
•
•
•

Now: awareness raising
Now: best practices across sectors to learn from experience who is already doing it
3 years: CSR privacy certification scheme

How could we assess it?
•
•
•
•
•
•
•
•

Costs (losses avoided, profit)
Building and maintaining the client base
Gaining visibility
Building public reputation
Cost of rectifying insecure / non-private systems
News media / journalism: differentiating factor
Demonstrate economic impact
Risk: standardizing ethics, + coding it, + non-tech standards
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4. Wrap-up
Download the presentation
The e-SIDES Workshop slide-deck

Next e-SIDES workshop
BDV PPP Meetup 2019 in Riga (26-28 June)
Want to contribute to our workshop session? Contact us!

e-SIDES Website
Visit our website for more information and to download deliverables,
presentations and other materials

The community position paper will be collaboratively produced on our online Collaborative Platform.
Register there to get informed about the next steps and contribute to the community document.
e-SIDES Website
e-SIDES Email
e-SIDES Twitter
e-SIDES LinkedIn group
e-SIDES SlideShare
Get in touch with e-SIDES!

